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2 Definitions

2.1 Please provide the key definitions used in the 
relevant legislation:

■	 “Personal Data”
 Any information relating to an identified or identifiable 

natural person (“data subject”); an identifiable natural person 
is one who can be identified, directly or indirectly, in particular 
by reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person.

■	 “Processing”
 Any operation or set of operations that is performed on 

personal data or on sets of personal data, whether or not by 
automated means, such as collection, recording, organisa-
tion, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, 
restriction, erasure or destruction.

■	 “Controller”
 The natural or legal person, public authority, agency or 

other body that, alone or jointly with others, determines the 
purposes and means of the processing of personal data; where 
the purposes and means of such processing are determined 
by Union or Member State law, the controller or the specific 
criteria for its nomination may be provided for by Union or 
Member State law.

■	 “Processor”
 A natural or legal person, public authority, agency or other 

body that processes personal data on behalf of the controller.
■	 “Data Subject”
 An identifiable natural person who can be identified, directly 

or indirectly, in particular by reference to an identifier such 
as a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social 
identity of that natural person.

■	 “Sensitive Personal Data”
 Special categories of personal data revealing racial or ethnic 

origin, political opinions, religious or philosophical beliefs, 
or trade union membership, and the processing of genetic 
data, biometric data for the purpose of uniquely identifying 
a natural person, data concerning health or data concerning a 
natural person’s sex life or sexual orientation. 

■	 “Data Breach”
 A breach of security leading to the accidental or unlawful 

1 Relevant Legislation and Competent 
Authorities

1.1 What is the principal data protection legislation?

The Data Protection Act-1 (Zakon o varstvu osebnih podatkov, or 
ZVOP-1), Official Gazette 94/07 and 177/20, is still valid, but 
only in part, while the General Data Protection Regulation 
(GDPR) is the main act.  Slovenia is the only EU Member State 
that did not enact a national post-GDPR data protection act (as 
at June 2021).

1.2 Is there any other general legislation that impacts 
data protection?

The most important statute regarding data protection is GDPR 
and, in some parts, ZVOP-1 (biometrics, CCTV, direct marketing 
not connected to emails, SMS and MMS communication, some 
specific measures regarding data security and data of deceased 
persons).  Slovenia (on grounds of Directive (EU) 2016/680 of 
the European Parliament and of the Council of 27 April 2016) 
enacted the Act on the Protection of Personal Data in the Area of 
Treatment of Criminal Offences on 20 November 2020, Official 
Gazette 177/20.  The act entered into force on 31 December 2020.

1.3 Is there any sector-specific legislation that impacts 
data protection?

Various special laws as lex specialis contain additional, sector-spe-
cific rules on data protection; for instance, in the fields of telecom-
munication and on patients and employees’ rights.  The national 
Electronic Communications Act (ECA) contains rules about 
direct e-marketing (implementing EU ePrivacy Directive rules), 
and the national Patients’ Rights Act defines patients’ and their 
relatives’ and other persons’ rights for accessing medical data.  
Many sectoral laws define the content of data filing systems for the 
private and public sectors, including data storage time limitations.

1.4 What authority(ies) are responsible for data 
protection? 

The Information Commissioner of the Republic of Slovenia 
(IC) (https://www.ip-rs.si/) is responsible for data protection, 
and for direct e-marketing it is AKOS – the Communications 
Networks and Services Agency of the Republic of Slovenia 
(https://www.akos-rs.si/en).



322 Slovenia

Data Protection 2021
© Published and reproduced with kind permission by Global Legal Group Ltd, London

(i.e., the controller has a legal obligation, under the laws of 
the EU or an EU Member State, to perform the relevant 
processing); or (iv) legitimate interests (i.e., the processing 
is necessary for the purposes of legitimate interests pursued 
by the controller, except where the controller’s interests are 
overridden by the interests, fundamental rights or freedoms 
of the affected data subjects).  Stronger grounds are required 
for businesses to process special categories of personal data.  
It is only permitted under certain conditions, of which the 
most relevant for businesses are: (i) explicit consent of the 
affected data subject; (ii) the processing is necessary in the 
context of employment law; or (iii) the processing is neces-
sary for the establishment, exercise or defence of legal claims.

■	 Purpose	limitation
 Data must be collected for specified, explicit and legiti-

mate purposes and not further processed in a manner that 
is incompatible with those purposes; further processing for 
archiving purposes in the public interest, scientific or histor-
ical research purposes or statistical purposes are not, in 
accordance with Article 89(1) of GDPR, considered incom-
patible with the initial purposes.

■	 Data	minimisation
 Data must be adequate, relevant and limited to what is neces-

sary in relation to the purposes for which they are processed.
■	 Proportionality
 Data minimisation is the general proportionality principle to 

be used when deciding how many data to process.
■	 Retention
 As defined in the GDPR under the definition of storage limi-

tation, data must be kept in a form that permits identifica-
tion of data subjects for no longer than is necessary for the 
purposes for which the personal data are processed; personal 
data may be stored for longer periods insofar as the personal 
data will be processed solely for archiving purposes in the 
public interest, scientific or historical research purposes or 
statistical purposes in accordance with Article 89(1) subject 
to implementation of the appropriate technical and organisa-
tional measures required by the GDPR in order to safeguard 
the rights and freedoms of the data subject. 

■	 Other key principles – please specify
 Article 24 of ZVOP-1 is still valid and defines that data 

security must include organisational, technical and logical 
technical procedures and measures to protect personal data, 
prevent accidental or deliberate unauthorised destruction of 
data, their alteration or loss, and unauthorised processing 
of such data by various measures (protecting premises, 
preventing unauthorised access to personal data when trans-
mitted, ensuring traceability of any data processing, etc.).

 ZVOP-1 also defines a prohibition of discrimination – 
protection of personal data is guaranteed to every individual 
irrespective of nationality, race, colour, religion, ethnicity, 
gender, language, political or other belief, sexual orientation, 
wealth, birth, education, social status, citizenship, place or 
type of residence, or any other personal circumstance.

5 Individual Rights

5.1 What are the key rights that individuals have in 
relation to the processing of their personal data?

■	 Right	of	access	to	data/copies	of	data
 A data subject has the right to obtain from a controller the 

following information: (i) confirmation of whether, and 
where, the controller is processing the data subject’s personal 
data; (ii) information about the purposes of the processing; 

destruction, loss, alteration, unauthorised disclosure of, or 
access to, personal data transmitted, stored or otherwise 
processed.

■	 Other key definitions – please specify (e.g., “Pseudonymous Data”, 
“Direct Personal Data”, “Indirect Personal Data”)

 Other key definitions are the same as those in the GDPR.

3 Territorial Scope

3.1 Do the data protection laws apply to businesses 
established in other jurisdictions? If so, in what 
circumstances would a business established in another 
jurisdiction be subject to those laws?

ZVOP-1 (Article 5), still valid in this section, applies to the 
processing of personal data if the data controller is established 
or registered in Slovenia or if the branch of the personal data 
controller is registered in Slovenia.  ZVOP-1 also applies if the 
data controller is not established or is not registered in a Member 
State of the EU or is not part of the European Economic Area 
and uses automated or other equipment located in Slovenia for 
the processing of personal data if this equipment is used only for 
the transfer of personal data through the territory of Slovenia.  
The controller of personal data must determine the natural or 
legal person established or registered in Slovenia who represents 
it regarding the processing of personal data. 

Regarding exterritoriality, GDPR is also applicable to busi-
nesses for the processing of personal data in the context of the 
activities of an establishment of a controller or a processor in 
the EU, regardless of whether the processing takes place in any 
Member State or not.

GDPR applies to the processing of personal data of data 
subjects who are in the EU by a controller or processor not 
established in the EU, where the processing activities are related 
to the offering of goods or services, irrespective of whether a 
payment of the data subject is required, to such data subjects 
in the EU, or the monitoring of their behaviour as far as their 
behaviour takes place within the EU.

GDPR also applies to the processing of personal data by 
a controller not established in the EU, but in a place where 
Member State law applies by virtue of public international law.

4 Key Principles

4.1 What are the key principles that apply to the 
processing of personal data?

■	 Transparency
 Personal data must be processed lawfully, fairly and in a 

transparent manner.  Controllers must provide certain 
minimum information to data subjects regarding the 
collection and further processing of their personal data.  
Such information must be provided in a concise, trans-
parent, intelligible and easily accessible form, using clear 
and plain language.

■	 Lawful	basis	for	processing
 Processing of personal data is lawful only if it is permitted 

under GDPR, which provides six legal bases on which 
personal data may be processed.  The following are 
the most relevant for businesses: (i) prior, freely given, 
specific, informed and unambiguous consent of the data 
subject; (ii) the processing is necessary for the perfor-
mance of a contract to which the data subject is a party, 
or for the purposes of pre-contractual measures taken at the 
data subject’s request; (iii) compliance with legal obligations 
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72 and 73 (applicable only for marketing by post).  A data 
controller may use the personal data of individuals that 
he obtained from publicly accessible sources or within the 
framework of the lawful performance of activities, as well as 
for the purposes of offering goods, services, employment or 
temporary performance of work through the use of postal 
services, telephone calls, email or other means of telecom-
munication, unless otherwise provided by another statute.  
ZVOP-1 also defines the rights of data subjects regarding 
direct marketing.  Individuals may at any time request, in 
writing or in another agreed manner, that the data controller 
permanently or temporarily cease to use his personal data 
for the purpose of direct marketing.  The data controller 
shall be obliged within 15 days to prevent as appropriate the 
use of personal data for the purpose of direct marketing, 
and within the subsequent five days to inform in writing or 
other agreed manner the individual who made such request.

 An unofficial translation of ZVOP-1 is available here: 
https://rm.coe.int/16806af30c.

 For email marketing, Article 158 of the ECA is applicable; 
see section 9 below for further information.  An English 
translation of the law is available here: https://arhiv.akos-rs.
si/files/APEK_eng/Legislation/electronic-communica-
tions-act-zekom1.pdf.

■	 Right	 to	 complain	 to	 the	 relevant	 data	 protection	
authority(ies)

 The national data protection authority is the IC, and for 
email marketing it is AKOS.

■	 Other key rights – please specify
 There are no other key rights to be discussed.

6 Registration Formalities and Prior 
Approval

6.1 Is there a legal obligation on businesses to register 
with or notify the data protection authority (or any other 
governmental body) in respect of its processing activities?

Prior to GDPR, controllers were (according to Article 27 of 
ZVOP-1) obliged to notify the IC about the data filing systems 
15 days prior to the establishing of a filing system or prior to the 
entry of a new type of personal data.  Since GDPR entered into 
force in May 2018, notification is no longer obligatory.

6.2 If such registration/notification is needed, must it be 
specific (e.g., listing all processing activities, categories 
of data, etc.) or can it be general (e.g., providing a broad 
description of the relevant processing activities)?

This is not applicable.

6.3 On what basis are registrations/notifications made 
(e.g., per legal entity, per processing purpose, per data 
category, per system or database)?

This is not applicable.

6.4 Who must register with/notify the data protection 
authority (e.g., local legal entities, foreign legal entities 
subject to the relevant data protection legislation, 
representative or branch offices of foreign legal entities 
subject to the relevant data protection legislation)?

This is not applicable.

(iii) information about the categories of data being processed; 
(iv) information about the categories of recipients with whom 
the data may be shared; (v) information about the period for 
which the data will be stored (or the criteria used to deter-
mine that period); (vi) information about the existence of the 
rights to erasure, to rectification, to restriction of processing 
and to object to processing; (vii) information about the exist-
ence of the right to complain to the relevant data protection 
authority; (viii) where the data were not collected from the 
data subject, information as to the source of the data; and (ix) 
information about the existence of, and an explanation of the 
logic involved in, any automated processing that has a signif-
icant effect on the data subject.  Additionally, the data subject 
may request a copy of the personal data being processed.

■	 Right	to	rectification	of	errors
 Controllers must ensure that inaccurate or incomplete data 

are erased or rectified.  Data subjects have the right to rectifi-
cation of inaccurate personal data.

■	 Right	to	deletion/right	to	be	forgotten
 Data subjects have the right to erasure of their personal data 

(the “right to be forgotten”) if: (i) the data are no longer needed 
for their original purpose (and no new lawful purpose exists); 
(ii) the lawful basis for the processing is the data subject’s 
consent, the data subject withdraws that consent, and no other 
lawful ground exists; (iii) the data subject exercises the right to 
object, and the controller has no overriding grounds for contin-
uing the processing; (iv) the data have been processed unlaw-
fully; or (v) erasure is necessary for compliance with EU law or 
national data protection law.

■	 Right	to	object	to	processing
 Data subjects have the right to object, on grounds relating to 

their particular situation, to the processing of personal data 
where the basis for that processing is either public interest or 
legitimate interest of the controller.  The controller must cease 
such processing unless it demonstrates legitimate grounds for 
the processing that overrides the interests, rights and free-
doms of the relevant data subject or requires the data in order 
to establish, exercise or defend legal rights. 

■	 Right	to	restrict	processing
 Data subjects have the right to restrict the processing of 

personal data, which means that the data may only be held 
by the controller, and may only be used for limited purposes 
if: (i) the accuracy of the data is contested (and only for as 
long as it takes to verify that accuracy); (ii) the processing is 
unlawful and the data subject requests restriction (as opposed 
to exercising the right to erasure); (iii) the controller no longer 
needs the data for their original purpose, but the data are still 
required by the controller to establish, exercise or defend legal 
rights; or (iv) verification of overriding grounds is pending, in 
the context of an erasure request.

■	 Right	to	data	portability
 Data subjects have a right to receive a copy of their personal 

data in a commonly used, machine-readable format and 
transfer their personal data from one controller to another 
or, upon the data subject’s request, have the data transmitted 
directly between controllers.

■	 Right	to	withdraw	consent
 A data subject has the right to withdraw their consent at any 

time.  The withdrawal of consent does not affect the lawful-
ness of processing based on consent before its withdrawal.  
Prior to giving consent, the data subject must be informed 
of the right to withdraw consent.  It must be as easy to with-
draw consent as to give it.

■	 Right	to	object	to	marketing
 ZVOP-1, still valid in this part, defines the rights of indi-

viduals and obligations of data controllers in Articles 
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possible extension of one additional month; however, in reality it 
may take up to six months – applicable only for approvals.

7 Appointment of a Data Protection Officer

7.1 Is the appointment of a Data Protection Officer 
mandatory or optional? If the appointment of a 
Data Protection Officer is only mandatory in some 
circumstances, please identify those circumstances.

The process is as provided in GDPR.  ZVOP-1, still valid in 
some parts, does not define the obligation to appoint a Data 
Protection Officer (DPO).

7.2 What are the sanctions for failing to appoint a Data 
Protection Officer where required?

The sanctions are as provided in the GDPR; please note, 
however, that the IC cannot impose administrative fines until 
the new Data Protection Act is enacted, and that Slovenia does 
not recognise administrative fines in supervisory proceedings.  
The power given to the national data protection authority is to 
impose misdemeanour fines.  As legal grounds are not provided, 
the IC can only impose fines for the violation of those ZVOP-1 
Articles that are still valid.

7.3 Is the Data Protection Officer protected 
from disciplinary measures, or other employment 
consequences, in respect of his or her role as a Data 
Protection Officer?

Yes, and the appointed DPO should not be dismissed or penal-
ised for performing tasks and should report directly to the 
highest management level of the controller or processor.

7.4 Can a business appoint a single Data Protection 
Officer to cover multiple entities? 

A single DPO is permitted by a group of undertakings provided 
that the DPO is easily accessible from each establishment.

7.5 Please describe any specific qualifications for the 
Data Protection Officer required by law. 

The DPO should be appointed based on professional qualities 
and should have an expert knowledge of data protection law and 
practices.

7.6 What are the responsibilities of the Data Protection 
Officer as required by law or best practice?

The DPO should be involved in all segments of data processing.  
GDPR outlines the minimum tasks required by the DPO, which 
include: (i) informing the controller, processor and the relevant 
employees who process the data of their obligations under GDPR; 
(ii) monitoring compliance with GDPR, national data protection 
legislation and internal policies in relation to the processing of 
personal data including internal audits; (iii) advising on data protec-
tion impact assessments and the training of staff; and (iv) co-oper-
ating with the data protection authority and acting as the authori-
ty’s primary point of contact for issues related to data processing.

6.5 What information must be included in the 
registration/notification (e.g., details of the notifying 
entity, affected categories of individuals, affected 
categories of personal data, processing purposes)?

This is not applicable.

6.6 What are the sanctions for failure to register/notify 
where required?

This is not applicable.

6.7 What is the fee per registration/notification (if 
applicable)?

This is not applicable.

6.8 How frequently must registrations/notifications be 
renewed (if applicable)?

This is not applicable.

6.9 Is any prior approval required from the data 
protection regulator?

It is obligatory to get a decision of the IC prior to introduc-
tion of any biometric measures.  ZVOP-1 is still applicable in 
this segment; Article 79 for the public sector, and Article 80 for 
the private sector.  The private sector may implement biome-
tric measures only if they are necessarily required for the perfor-
mance of activities, for the security of people or property, or 
to protect secret data or business secrets.  If the implementa-
tion of specific biometric measures in the private sector is not 
regulated by statute, a data controller intending to implement 
biometric measures shall, prior to introducing the measures, 
be obliged to supply the IC with a description of the intended 
measures and the reasons for the introduction thereof.  The IC 
shall, on receipt of information, be obliged within two months 
to decide whether the intended introduction of biometric meas-
ures complies with ZVOP-1. 

ZVOP-1 has a specific regulation regarding linking filing 
systems (valid only for the public sector), namely Article 84.  
For Binding Corporate Rules (BCRs), Codes of Conduct and 
transfer of data to third countries, GDPR applies. 

6.10 Can the registration/notification be completed online?

This is no longer applicable, although it was possible to notify 
online in the past.

6.11 Is there a publicly available list of completed 
registrations/notifications?

The old notification register is still available via the following 
link: https://www.ip-rs.si/varstvo-osebnih-podatkov/register- 
zbirk.

6.12 How long does a typical registration/notification 
process take?

According to the law, the process should take two months with a 
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9 Marketing

9.1 Please describe any legislative restrictions on 
the sending of electronic direct marketing (e.g., for 
marketing by email or SMS, is there a requirement to 
obtain prior opt-in consent of the recipient?).

Electronic marketing is defined in Article 158 of the national 
ECA.  There is an obligation to obtain a person’s consent prior 
to sending direct marketing messages (opt-in).  There is an excep-
tion as defined in the EU ePrivacy Directive and transposed 
to national law for the emailing of a purchaser of products or 
services of a legal entity.  In such cases, so-called “soft opt-in” is 
permitted – see paragraph 2 of Article 158 of the ECA. 

The use of automated calling and communication systems to 
make calls to subscribers’ telephone numbers without human 
intervention (e.g., automatic calling machines, SMS, MMS), 
facsimile machines or email for the purposes of direct marketing 
is permitted only based on a subscriber’s or user’s prior consent.

A natural person or legal entity that obtains the email address 
of a purchaser of its products or services may use that address for 
the direct marketing of its own similar products or services, on 
the condition that it gives said customers the clear and distinct 
opportunity to refuse, free of charge and in a straightforward 
manner, the use of their email address at the time of the collec-
tion of these contact details, and in every subsequent message 
in the event that the customer has not initially refused such use.

The use of means of direct marketing using electronic commu-
nication (e.g., voice calls) is permitted only with the consent of 
the subscriber or user.

9.2 Are these restrictions only applicable to business-
to-consumer marketing, or do they also apply in a 
business-to-business context? 

These restrictions apply only for business-to-consumer 
marketing with the possibility of using the email address of a 
person employed by the company to which a marketing message 
is sent if the address is publicly available on the official website 
(or on a personal LinkedIn profile) of the company for which 
the person works.  The relevant joint opinion of AKOS and the 
IC on this topic from 2016 can be found here: https://www.
gdpr-guru.eu/blog/blog-5/post/skupno-mnenje-ip-in-akos-o-
neposrednem-trzenju-na-sluzbene-e-naslove-7470.

9.3 Please describe any legislative restrictions on 
the sending of marketing via other means (e.g., for 
marketing by telephone, a national opt-out register must 
be checked in advance; for marketing by post, there are 
no consent or opt-out requirements, etc.). 

In general, marketing via telephone is permitted if a person is 
not listed on a so-called “do not call register”.  Article 150 of the 
ECA also provides that subscribers must be given the opportu-
nity to determine whether their personal data are to be included in 
a public directory, and if so, which data.  The issuer of a directory 
must clearly mark the prohibition applying to the use of a subscrib-
er’s personal data for a particular purpose in the directory.  Where 
a subscriber signals a prohibition of use after entry in the directory, 
or changes the content of that prohibition, the issuer of the direc-
tory must enter the change in the next issue of the directory.

7.7 Must the appointment of a Data Protection Officer 
be registered/notified to the relevant data protection 
authority(ies)?

Yes, the data required to be sent to the IC are: postal address; telephone 
number; contact email address; and the name of the DPO.  Further 
instructions can be found here: https://www.ip-rs.si/zakonodaja/
reforma-evropskega-zakonodajnega-okvira-za-varstvo-ose-
bnih-podatkov/klju%C4%8Dna-podro%C4%8Dja-uredbe/
poobla%C5%A1%C4%8Dena-oseba-za-varstvo-podatkov#c1910.

7.8 Must the Data Protection Officer be named in a 
public-facing privacy notice or equivalent document? 

The DPO does not need to be named in a public-facing privacy 
notice.  As a matter of good practice, the Article 29 Working 
Party (now the European Data Protection Board, or EDPB) 
recommended in its 2017 guidance on DPOs that both the data 
protection authority and employees should be notified of the 
name and contact details of the DPO.  

8 Appointment of Processors

8.1 If a business appoints a processor to process 
personal data on its behalf, must the business enter into 
any form of agreement with that processor?

Yes.  The business that appoints a processor to process personal 
data on its behalf is required to sign an agreement with the 
processor that sets out the subject matter for processing, the 
duration of processing, the nature and purpose of processing, 
the types of personal data and categories of data subjects, 
and the obligations and rights of the controller (i.e., the busi-
ness).  It is essential that the processor appointed by the busi-
ness complies with GDPR.  In June 2020, EDPB approved the 
Standard Contractual Clauses (SCCs) prepared by the IC.

8.2 If it is necessary to enter into an agreement, what 
are the formalities of that agreement (e.g., in writing, 
signed, etc.) and what issues must it address (e.g., only 
processing personal data in accordance with relevant 
instructions, keeping personal data secure, etc.)?

The processor must be appointed under a binding agreement in 
writing.  The contractual terms must stipulate that the processor: 
(i) only acts on the documented instructions of the controller; (ii) 
imposes confidentiality obligations on all employees; (iii) ensures 
the security of the personal data it processes; (iv) abides by the rules 
regarding the appointment of sub-processors; (v) implements meas-
ures to assist the controller with guaranteeing the rights of data 
subjects; (vi) assists the controller in obtaining approval from the 
relevant data protection authority; (vii) either returns or destroys 
the personal data at the end of the relationship (except as required 
by EU or Member State law); and (viii) provides the controller with 
all information necessary to demonstrate compliance with GDPR.
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11 Restrictions on International Data 
Transfers 

11.1 Please describe any restrictions on the transfer of 
personal data to other jurisdictions.

If the transfer does not go to an Adequate Jurisdiction, the data 
exporter should first explore the possibility of implementing one of 
the safeguards provided for in GDPR before relying on a derogation.

11.2 Please describe the mechanisms businesses 
typically utilise to transfer personal data abroad in 
compliance with applicable transfer restrictions (e.g., 
consent of the data subject, performance of a contract 
with the data subject, approved contractual clauses, 
compliance with legal obligations, etc.).

When transferring personal data to a country other than one with 
Adequate Jurisdiction, businesses must ensure that there are appro-
priate safeguards on the data transfer, as prescribed by GDPR.  
GDPR offers several ways to ensure compliance for international 
data transfers (i.e., consent).  Other common options are the use of 
SCCs or BCRs.  After a Court of Justice of the EU decision known 
as Schrems II (annulment of Privacy Shield), data exporters may 
still use SCCs.  However, the Court of Justice of the EU held that 
exporters using SCCs must evaluate the legal landscape of the recip-
ient jurisdiction and take any “supplementary measures” necessary 
to ensure that data are protected at the level required under EU law.

11.3 Do transfers of personal data to other jurisdictions 
require registration/notification or prior approval from the 
relevant data protection authority(ies)? Please describe 
which types of transfers require approval or notification, 
what those steps involve, and how long they typically take.

According to ZVOP-1, when using SCCs, the data exporter had 
to obtain a special decision from the IC permitting the transfer 
of personal data.  However, since the GDPR entered into force, 
these Articles are no longer valid.

11.4  What guidance (if any) has/have the data protection 
authority(ies) issued following the decision of the Court of 
Justice of the EU in Schrems II (Case C-311/18)?

The IC published a press release on 16 November 2020 in which 
it pointed out the relevant EDBP guidelines on this topic, avail-
able in Slovenian via the following link: https://www.ip-rs.si/
novice/6051f21930774.

11.5 What guidance (if any) has/have the data protection 
authority(ies) issued in relation to the European 
Commission’s revised Standard Contractual Clauses?

No such guidelines have been issued.

12 Whistle-blower Hotlines 

12.1 What is the permitted scope of corporate whistle-
blower hotlines (e.g., restrictions on the types of issues 
that may be reported, the persons who may submit a 
report, the persons whom a report may concern, etc.)?

There is no legislation applicable for whistle-blower hotlines.  

9.4 Do the restrictions noted above apply to marketing 
sent from other jurisdictions?

As long as the data subject is in Slovenia, European and other 
international traders must comply with the Slovenian ECA.

9.5 Is/are the relevant data protection authority(ies) active 
in enforcement of breaches of marketing restrictions?

Yes, AKOS is the relevant data protection authority active in the 
enforcement of breaches of marketing restrictions.

9.6 Is it lawful to purchase marketing lists from 
third parties? If so, are there any best practice 
recommendations on using such lists? 

No, it is not possible to buy marketing lists from third parties.  It 
is only possible to buy a digital telephone book (on a CD) and, 
when using the data from it, the controller must respect a decision 
not to call if the data subject is listed on the “do not call register”.

9.7 What are the maximum penalties for sending marketing 
communications in breach of applicable restrictions?

For mail sent by post as defined in ZVOP-1, the maximum penalty 
is EUR 4,170 for legal entities and EUR 830 for responsible 
persons (see Article 93).  For violations of Article 158 of the ECA, 
the maximum penalty is up to EUR 20,000 for legal entities and 
EUR 500 for responsible persons (see Article 235 of the ECA).

10 Cookies 

10.1 Please describe any legislative restrictions on the 
use of cookies (or similar technologies). 

The restrictions are defined in Article 157 of the ECA.  Installing 
of cookies is permitted only upon an individual’s consent and 
clear comprehensive information is requested in advance about 
the information manager and the purpose of the processing of 
this information, all in accordance with GDPR.  The supervi-
sory body for cookies is the IC. 

10.2 Do the applicable restrictions (if any) distinguish 
between different types of cookies? If so, what are the 
relevant factors?

No, Slovenian legislation does not distinguish between different 
types of cookies.

10.3 To date, has/have the relevant data protection 
authority(ies) taken any enforcement action in relation 
to cookies?

Yes, the IC regularly receives complaints and acts accordingly.

10.4 What are the maximum penalties for breaches of 
applicable cookie restrictions?

The maximum penalties are up to EUR 20,000 for legal enti-
ties and up to EUR 500 for responsible persons (see Article 234 
of the ECA).
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made public in a manner that enables individuals to acquaint 
themselves about its implementation at the latest when the video 
surveillance of them begins. 

Besides this general obligation of a controller of CCTV, there 
are also some specifics regarding CCTV used for access to offi-
cial office premises and business premises.  The public and 
private sectors may implement video surveillance of access to 
their official office premises or business premises only if neces-
sary for the security of people or property, for ensuring super-
vision of entering into or exiting from their official or business 
premises, or where, due to the nature of the work, there exists a 
potential threat to employees.  The written decision must explain 
the reasons for the introduction of video surveillance.  Video 
surveillance may only be implemented in a manner that does not 
show recordings of the interior of residential buildings that do 
not affect entrances to their premises, or recordings of entrances 
to apartments.  All employees of the controller in the public or 
private sector working in the premises under surveillance must 
be informed in writing of the implementation of video surveil-
lance.  The filing system shall contain a recording of the indi-
vidual (an image or sound), and the date and time of entry into 
and exit from the premises; it may also contain the personal 
name of the recorded individual, the address of his permanent or 
temporary residence, employment, the number and data on the 
type of his personal document, and the reason for entry, if the 
personal data listed are collected in addition to or through the 
recording of the video surveillance system.  Personal data may 
be stored for a maximum of one year from their creation and 
shall then be erased, unless otherwise provided for by statute.

There are also some specifics for CCTV for working areas.  
It may only be implemented in exceptional cases when neces-
sarily required for the safety of people or property or to protect 
secret data or business secrets, and where such purpose cannot 
be achieved by milder means.  Video surveillance may only be 
implemented for those areas where the interests listed in the 
previous paragraph must be protected.  Video surveillance shall 
be prohibited in work areas outside of the workplace, particularly 
in changing rooms, lifts and sanitary areas.  Employees must be 
informed in advance in writing prior to the commencement of 
implementation of video surveillance.  Prior to the introduction 
of video surveillance, the employer shall be obliged to consult 
the representative trade union of the employer.

13.2 Are there limits on the purposes for which CCTV 
data may be used?

Personal data processed by a video surveillance system can 
be used only for the defined necessary purposes of CCTV, in 
line with the data limitation provided by Article 5(1)(b) of the 
GDPR.  The CCTV controller may review the videos only 
according to the purpose of their collection, meaning that 
video surveillance footage can therefore only be viewed when 
an “event” connected to the conditions for the introduction of 
video surveillance occurs.

When performing (any form of) video surveillance, the data 
controller must provide all the necessary information in accord-
ance with Article 13 of the GDPR.

The IC has issued many opinions regarding CCTV at work, 
which can be viewed here: https://www.ip-rs.si/vop?tx_jzgd-
prdecisions_pi1%5BshowUid%5D=2450&tx_jzgdprdecisions_
pi1%5BhighlightWord%5D=videonadzor.  An employer is not 
allowed to regularly and without specific reasons review the 
videos in which employees are present and thus monitor, for 
example, their work performance and behaviour.  An employer 
may also not, without sufficient information (for example, 

There are some provisions in the Integrity and Prevention of 
Corruption Act, applicable only for the public sector.  Guidelines 
were written by the Slovenian Commission for the Prevention 
of Corruption that concern the protection of whistle-blowers.  
According to the Commission, it is very important that existing 
resources, institutions, legal mechanisms, and other measures 
for the protection of human dignity in the work environment 
and environments where the so-called administrative posi-
tion is expected to endanger applicants are used in the norma-
tive and operational level for protection of whistle-blowers.  At 
European level, Directive (EU) 2019/1937 of the European 
Parliament and the Council of 23 October 2019 on the protec-
tion of persons reporting infringements of Union law should not 
be overlooked.  The said Directive will provide for minimum 
standards for the protection of applicants, the establishment 
of channels for reporting and dealing with infringements, and 
judicial protection for applicants who will receive retaliation.  
Slovenia must transpose the Directive into national law within 
two years, or by 17 December 2021.  As of June 2021, there has 
been no concrete news on the progress of its implementation 
into Slovenian law.  There is also a delay in the adoption of the 
new governmental plan for strengthening integrity and trans-
parency, about which the Ministry of Public Administration said 
that it has not yet been adopted due to “priorities and activi-
ties related to the government’s measures to curb the epidemic”. 

Some additional guidelines for the public sector that concern 
the organisation of internal pathways to report irregular-
ities are included in the guidelines for the design, implemen-
tation and enforcement of the Integrity Plan.  The Integrity 
Plan may also be drawn up by private sector organisations 
with the assistance of the Commission.  For the private sector, 
the Slovenian Corporate Integrity Guidelines are applicable, 
which are guidelines for private law companies, formed by the 
Slovenian Chamber of Commerce, the Manager Association, 
the Association of Slovenian Supervisors, and members from 
the Faculty of Economics, University of Ljubljana in 2014.

12.2 Is anonymous reporting prohibited, strongly 
discouraged, or generally permitted? If it is prohibited or 
discouraged, how do businesses typically address this 
issue?

It is generally permitted to report anonymously.  If not reported 
anonymously, reporters of suspected corruption who act in good 
faith and who believe that the information they provide to the 
Commission is true are granted measures to ensure the confi-
dentiality of their identity, as well as protection against retali-
ation.  These elements are also considered by the Commission 
when assessing the content of the received reports and weighing 
up whether the reporting persons meet the conditions for 
protection.  Disclosure of the identity of the reporting person is 
possible based on personal consent or a court order.

13 CCTV 

13.1 Does the use of CCTV require separate registration/
notification or prior approval from the relevant data 
protection authority(ies), and/or any specific form of 
public notice (e.g., a high-visibility sign)? 

For CCTV, no prior approval from the IC is needed; however, 
ZVOP-1, still valid in this part (see Articles 74 to 77), defines 
several obligations of a data controller.  A public or private 
sector person that conducts video surveillance must publish a 
notice to that effect.  Such notice must be visible and plainly 
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personal data and shall define the persons responsible for indi-
vidual filing systems and the persons who, due to the nature of 
their work, shall process individual personal data.  Such an act can 
be an appendix to a controller/processor agreement.

15.2 Is there a legal requirement to report data breaches to 
the relevant data protection authority(ies)? If so, describe 
what details must be reported, to whom, and within 
what timeframe. If no legal requirement exists, describe 
under what circumstances the relevant data protection 
authority(ies) expect(s) voluntary breach reporting.

The controller is responsible for reporting any personal data 
breach without undue delay (and in any case within 72 hours of 
first becoming aware of the breach) to the IC unless the breach 
is unlikely to result in a risk to the rights and freedoms of the 
data subjects.  A processor must notify any data breach to the 
controller without undue delay.  The notification must include the 
nature of the personal data breach, including the categories and 
number of data subjects concerned, the name and contact details 
of the DPO or relevant point of contact, the likely consequences 
of the breach and the measures taken to address the breach.

15.3 Is there a legal requirement to report data 
breaches to affected data subjects? If so, describe what 
details must be reported, to whom, and within what 
timeframe. If no legal requirement exists, describe 
under what circumstances the relevant data protection 
authority(ies) expect(s) voluntary breach reporting.

Controllers have a legal obligation to communicate the breach 
to the data subject without undue delay if the breach is likely 
to result in a high risk to the rights and freedoms of the data 
subject.  The notification must include the name and contact 
details of the DPO (or point of contact), the likely consequences 
of the breach and any measures taken to remedy or mitigate the 
breach.  The controller may be exempt from notifying the data 
subject if the risk of harm is remote (i.e., because the affected 
data are encrypted), the controller has taken measures to mini-
mise the risk of harm (i.e., suspending affected accounts) or 
the notification requires a disproportionate effort (i.e., a public 
notice of the breach).

15.4 What are the maximum penalties for data security 
breaches? 

The IC no longer has powers, as the imposition of administra-
tive fines will be given to the IC with the new national Data 
Protection Act, planned to be enacted by the end of 2021.  
However, the IC can impose penalties for lack of data security 
measures, and ZVOP-1 is still valid in this part.  The highest 
penalty is EUR 12,500 for legal entities and EUR 1,250 for 
responsible persons (see Articles 24, 25 and 93 of ZVOP-1).

without a sufficiently precise indication of the time period in 
which a harmful event occurred), review the recordings and thus 
seek evidence for possible further proceedings.  Exceptionally, 
access to video surveillance footage would be permissible in the 
event of an extraordinary, deviant event (when the video could 
possibly also serve as additional evidence in legal proceedings); 
for example, in the case of specific suspected criminal offences 
or infringements related to the harmful event that video surveil-
lance footage might cover.  In such a case, police are entitled to 
order a release of the CCTV footage.  

14 Employee Monitoring

14.1 What types of employee monitoring are permitted 
(if any), and in what circumstances?

CCTV monitoring is permitted as defined in ZVOP-1, and 
biometric measures can be introduced if permitted by the 
IC.  Any other monitoring is based on a case-by-case decision 
of the employer, depending mostly on the legitimates interest 
of the employer who needs to perform a Legitimate Interests 
Assessment.

14.2 Is consent or notice required? Describe how 
employers typically obtain consent or provide notice.

No consent is required for monitoring, but for CCTV a prior 
notice is required.  Biometric measures may only be used on 
employees if they have been informed in writing thereof in 
advance.  The situation when monitoring must be legitimate and 
should be closely connected to the purpose of monitoring and 
performed according to ZVOP-1 defined circumstances.

14.3 To what extent do works councils/trade unions/
employee representatives need to be notified or 
consulted?

According to ZVOP-1, still valid in this part, consultation is 
needed prior to implementation of CCTV.  For other kinds 
of monitoring if defined in internal acts, drafts of such acts 
by which the employer determines the organisation of work 
or determines the obligations that employees must be aware 
of in order to fulfil contractual and other obligations, must 
be submitted to the trade union before being accepted by the 
employer.  The union must give an opinion within eight days.

15 Data Security and Data Breach

15.1 Is there a general obligation to ensure the security 
of personal data? If so, which entities are responsible 
for ensuring that data are kept secure (e.g., controllers, 
processors, etc.)?

Anyone processing personal data must implement adequate tech-
nical and organisational measures to protect the data against 
unlawful processing.  The obligation is primarily on the controller.  
In the case that it delegates the processing to a processor, the 
controller must ensure that the processor guarantees data secu-
rity.  Its obligations must be defined in the controller/processor 
agreement.  Data controllers in the private sector can prescribe 
in their internal acts the procedures and measures for security of 
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Investigatory/Enforcement	Power Civil/Administrative	Sanction Criminal Sanction

Investigative Powers The Information Commissioner (IP) may investigate data 
processing by private persons on his or her own initiative 
or at the appeal of a third party.  The IP has a wide range 
of powers to order the controller/processor to provide 
any information it requires for the performance of its 
tasks, to conduct investigations in the form of data protec-
tion audits, to notify the controller or processor of alleged 
infringement of the GDPR, to access all personal data and 
all information necessary and access to the premises of the 
controller/processor, including any data processing equip-
ment.  To use its competencies, the IP can, beside from 
GDPR, also use the Slovenian Inspections Act (ZIN), 
which authorises the IP with some more powers (see 
Article 19 of ZIN).  

This is not applicable.

Corrective Powers The IP has a wide range of powers including the ability 
to issue warnings or reprimands for non-compliance, to 
order the controller to disclose a personal data breach to 
the data subject, to impose a permanent or temporary ban 
on processing and to penalise the controller/processor.

This is not applicable.

Authorisation and Advisory Powers The DPA has a wide range of powers to advise the 
controller, to authorise the use of biometric measures, 
contractual clauses and binding corporate rules as outlined 
in the GDPR.  The opinion of the DPA shall be obtained 
on legislative proposals, executive orders, circulars or 
similar general regulations that affect the protection of 
privacy in connection with the processing of personal 
data. 
The IP can also advise private persons on data protection 
issues. 

This is not applicable.

Imposition of administrative fines for infringe-
ments of specified DPA provisions

IP has limited powers at the moment to impose fines, 
since Slovenia still did not enact a post GDPR Data 
Protection Act.  There are only a few articles in the 
ZVOP-1, giving IP the power to impose misdemeanour 
fines.

This is not applicable.

Non-compliance with a data protection 
authority

The Information Commissioner can impose a fine 
through the misdemeanour procedure on grounds of 
Inspections Act – see Article 38 of Inspections Act.

This is not applicable.

Non-compliance with a data protection 
authority

The Information Commissioner can impose a fine 
through the misdemeanour procedure on grounds of 
Inspections Act – see Article 38 of Inspections Act.

This is not applicable.

16.2 Does the data protection authority have the power 
to issue a ban on a particular processing activity? If so, 
does such a ban require a court order?

The IC has that power; no court order is needed.

16.3 Describe the data protection authority’s approach to 
exercising those powers, with examples of recent cases.

There have been a number of reactions of the IC connected 
to unlawful CCTV and abuse of access rights, especially 
in the public sector.  The IC also monitors the COVID-19 
vaccination process.  In December 2020, the IC initiated an 

inspection procedure over the implementation of the provisions 
of ZVOP-1 and GDPR based on a report of suspected excessive 
processing of personal data of applicants for vaccination against 
COVID-19 via the e-Administration portal and suspicion of 
inadequate notification of individuals.  None of the three public 
sector bodies wanted to take the role of controller or the related 
responsibility for the processing of personal data.

16.4 Does the data protection authority ever exercise 
its powers against businesses established in other 
jurisdictions? If so, how is this enforced?

No, to the best of our knowledge.

16 Enforcement and Sanctions 

16.1 Describe the enforcement powers of the data protection authority(ies).



330 Slovenia

Data Protection 2021
© Published and reproduced with kind permission by Global Legal Group Ltd, London

Problems may arise when the data are requested by a country 
that is not a Member State of the EU or the Council of Europe 
and with which Slovenia has not concluded an agreement on 
mutual legal assistance.

Access to data is usually available through Slovenian judicial 
authorities and national Law Enforcement Agencies.

17.2 What guidance has/have the data protection 
authority(ies) issued?

No guidance has been issued as of June 2021.

18 Trends and Developments 

18.1 What enforcement trends have emerged during the 
previous 12 months? Describe any relevant case law.

Data controllers are regularly fulfilling the obligation under 
GDPR to notify the IC about data breaches.  The IC, after the 
notification is received, sends a questionnaire about data security 
and acts accordingly if the answers are not satisfactory.  There are 
still a lot of complaints connected to privacy at work.

18.2 What “hot topics” are currently a focus for the data 
protection regulator?

The IC is constantly following the emergency COVID-19 legis-
lation, as the government often forgets about data protection 
standards when trying to impose sometimes drastic measures.  
The IC reacted to a draft law for obligatory COVID-19 appli-
cation, after which the government removed the obligation and 
decided to have a decentralised app instead with no obligation for 
COVID-positive individuals to install it.  The IC has also repeat-
edly pointed out the inadmissible practices of some employers 
in handling employee emails.  As it still detects the presence of 
such practices when conducting inspection procedures, the IC 
reminded controllers (employers) in February 2021 to comply 
with the strict provisions of personal data protection regulations 
when handling employee emails.

17 E-discovery / Disclosure to Foreign Law 
Enforcement Agencies 

17.1 How do businesses typically respond to foreign 
e-discovery requests, or requests for disclosure from 
foreign law enforcement agencies?

There is no data collected about this matter, but every business 
has the obligation to respond and also participate in the legal 
proceedings that have legal basis in international documents and 
treaties. 

One of such is Regulation (EU) 2016/794 of the European 
Parliament and of the Council of 11 May 2016 on the European 
Union Agency for Law Enforcement Cooperation – the Europol 
Regulation that regulates data processing for the purposes of: 
(a) cross-checking aimed at identifying connections or other 
relevant links between information related to (i) persons who 
are suspected of having committed or taken part in a crim-
inal offence in respect of which Europol is competent, or 
who have been convicted of such an offence, or (ii) persons 
regarding whom there are factual indications or reasonable 
grounds to believe that they will commit criminal offences in 
respect of which Europol is competent; (b) analyses of a stra-
tegic or thematic nature; (c) operational analyses; and (d) facil-
itating the exchange of information between Member States, 
Europol, other Union bodies, third countries and international 
organisations.

The legal basis for the foreign Law Enforcement Agencies 
is also the European Convention on Mutual Assistance in 
Criminal Matters of the Council of Europe.  In the EU juris-
diction, Directive (EU) 2016/680 of the European Parliament 
and of the Council of 27 April 2016, which entered into force 
in May 2018, should also be considered when providing EU 
Law Enforcement Agencies with personal data.  The Directive 
protects the fundamental right of citizens to data protection in 
the use of personal data by law enforcement authorities.  This 
ensures adequate protection of the personal data of victims, 
witnesses and suspects and facilitates cross-border co-operation 
in the fight against crime and terrorism.
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years.  Apart from data protection, our law firm also specialises in admin-
istrative, labour and media law (criminal cases included) and the whole 
segment of other civil law fields.  We passionately represent clients at court 
proceedings and are dedicated to high ethical standards. 

www.pirc-musar.si
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